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f 1Cbtain an IP address automatically
(@) VUse the following IP address:

IP address: 192 . 168 . 1 . 11
Subret mask: 255 . 255 . 255 . 0
Default gateway: 192 168 . 1 . 1

Ohbtain DNS server address automatically
(@) Use the following DMNS server addresses

Preferred DNS server: 192 . 168, 1 . 2

Alternate ONS server:

| Advanced.., |
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Jsé . Interface &) 5ol 8 55555 plnil clocking fas &5 515 DCE S 5L s o
L5 SN L 545 e eslizal clock Rate | giws 51,8 ol gl . ile dal i 3L

Router(config)# interface serial [slot#/] port #
Router(config-if)# clock Rate rate-in-bit-per-second

=3 &y se 4 10S s context-sensitive Sl 1 eslans! L ol 5 o 15 clock rate uﬁ.q.a polae 1SS
:\;.élf.)}

Router # clock Rate ?

I AET U w slas, 5 SVLas| Cand s 3l 015 oo ishow connector  szws (5581 31 oslizal U

:J{'SQ‘)}JQ‘J;

Router> show connector serial [slot# /] port#

P ool Lawadss -0-Y-Y-Y
S a6l O s S o o5lizl o8aus JS7 (g1 1y o psT K Lo o7 a e g (D5
L ‘_ﬁu&f_; o= yRouting e g il wEla 1P o3l &S slyls 355 (sl Interface
Interface 45 (gl 0T s > 4> g 6huﬂ)>T 3] u-ii IS opl gl ias o Cbu‘ Calises LgLau,u)gT

Ail dls a5 eans oo olazs| Interface OT & ge5,S Ol |y Conl o Jozis OT 4 cabs s 0

Ob.w}; a\ii.ib@



Vv Cisco , (slandis — i (i lo 3T

Oy pl 93 O (AL adls SLi g LS W Interface ys ol nﬁ)&f IP le.au,u);TRang ny
IP gy vy db dal g osls o glainterface oo w LU 6 H1 5 5 (o] oli?_:r.:ﬁ Jos o
&S b s sla Interface 1 eSS a (gl 015 oo 555 o | > Interface =I5 55 « address

L}iJ Q)}.\m g:.ﬁjfjba)} LS‘AL’G‘:’.‘IP w).)-"
Router(config-if) # ip address IP-address subnet-mask

:V':)b Jis Ol ge 4

Router(config)# interface Ethernet 0

Router(config-if) # ip address 192.168.1.1  255.255.255.0
Router(config-if) # no shutdown

Router(config-if) # Exit

: show Interface 5o -#-Y-Y-V
Cand 9 b s o Interface b alaly s & SN 48T sl b e il s o jtege 5SS

das o Sl Ko 5,05 5 LOT
Router> show interface [ type [ slot#/] port# |

: show IP Interface ,gws -V-Y-Y-V

5,5 sdalis |y Interface (cba o yoT a4 bg o (g Sy 015 o 52w 0l b
Router> show ip interface | type [ slot#/] port# |

SN S BB o poe —£-T-Y
ke 0,3 alablm 53 1y Ol i b oS o slow | 1,03 Router gis S 5o i oS 0l o
g en Do Sl 3doma (1L L 5 0 Baals b Led Sleas alad dads plowit 1,187 5l S

Bl e g 55 Sk S sla i

e Runnig Configuration
e Srartup Configuration

b e b3 Sk 6@& sl Lb L os S, ¢l privileged de s eslicwl 5550 Ol ) 2w
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il e i 5 3l Tunning configuration ;b ws el sl :Configure terminal

a3 o il | running configuration 6 : Show running-config

e e i Ll startup configuration ;6 : Show startup-config

> running configuration |6 o3 ,8° .S !, : Copy running-config stsrtup-config
AL o startup configuration f;

s> startup configuration L6 05,5 S |- : Copy startup-config running-config
.4 running configuration |

Al o NVRAM abisl>~ jistartup configuration 0s S ¢S, (¢l : erase srartup config
I sy (5 S s slads) Sltie e 3 saTeload abd ol ) b e S

o TFTP server 3l ois o 53 (s S b6 ¢S (6,188 ,L ¢l :copy tftp running-config
Ll e Tunning

TFTP server ,> running configuration Job o35 o5 ¢l : Copy running-config tftp

il oo

- copy tfip running-config copy running-config startup-config
- -

RAM NVRAM

copy running-conflg wtp copy startup-config running-config

‘ copy tfp startup-config

copy startup-config tftp

LOT @b § o Olgiuwd G Sy Elgil 7 LUK F-Y K

Joto O,lji‘u'\? i o oS FTP server 4 L NVRAM 4 Lb o.»li;.a co,l son COPY ) 5w 3
sk i A B b e S daie b6 oS AS o fas (550 3 Dle 43 sh 0 3 s

st o Bl (A3 L s el
2l RAM 5 6 Sy 16 oS o (S RAM 4 1) sy Sy 6 eSS copy [ sews (5

b S oo b s g S bya 1) Sy 5s &5 Sl ol o G js RAM 4 S 8 0355 b

Q\:..,e:; a\i.i..ﬂ:@
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SRAM s S5 b 58 48 a8 o LS (oo Ko Ssle 58 S (50 S J6 0o
PN S (oo o 3 A3 35 | running config Sl dsh el cos S e sl L
LS eslewal [y reload | giws &5 ol oploly g > S, ol startup-config bl s S g

s gsreboot L reload Ol s

Router s twlg 9 batiél> —0-Y-Y

S5 5S35 4 55 Oler 4 Ol s 3 RAM 545 0 04l DRAM 25 RAM o
Lot Il s g S bl (ilme 53 glayl87 (g1 ,0) 53 5 o onlil 0355 o o3liul
s a0 ptd Al oyl 55 Jled

4S WS o053 1, bootable T0S image S (5l b absl>) ababl> ¢ 55 »1 ROM @
Ol e 45 L3 b o ol (605" Jols ROM .5 35 b o5bizl  J yome Slbas 55 Y pons
Olgeal 535d o osltinl Ol uwe 055 Og sl p kS 1y |, full I0S image =S dagss
S8 eslial 550 T o 5525 4 SIS i 457 (63,050 55 back up bootable image
ey

s5b 4 1, functional 10S image PCMCIA ¢S L EEPROM ¢S L :Flash memory o

Jjj‘;adaﬁr&.hb.\j}losukw&@‘fﬁﬂd&jw@ofb&g
J_q‘_;.x_%,& sl b el 6,5-:-’ LB a g0 ,55 gl Ll 5 e eomen Flash memory
.3 g oslanl

S a0 3 1y ot S b startup L adgl jluie 15 2 RAM : NVRAM o

s L Syl s it ol (salibl RAM G s caliblo g1yl ol (gaen
SLAL s 53 alibl goslizul oF -V Ko 5,10 552 5 5K (S s 53 (5l(5 5o 5

' Dynamic Random — Access Memory

" Nonvolatile
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(Working (Cisco 105 {Basic Cisco (Startup
Memory and Software) 105 Software) Configuration)
Running

Configuration)

9 D D> E1g5 £-Y ST

(Setup ) (S S (S4B ldo —1-T-Y

o a1y ol ST GV Sl eslinal b Ol s gl (6 S5 (512 15 L e ol Setup e
Setup s 3l esliiwl Gl a5 Ol s S o Culda 35l oy 6o S ol sla el
setup 51 Nl s o ST (i 3 .3 h (ks S (ks Se o 53 CLI 3l a3lizul L Ll 57 o
s CLT (g S de b b S osliwd setup o3l adsle a8 oo 01 187 bl ST o o5lizl

gl LaT
Sl s (B3 (SetUP s dad o e 5 1) AS s 03l SEOUP Lo S (Glans Jie 5 S
Sleslial U Ol 5 a3 58 oo 03lizul b, 03,145 5 - s NVRAM 5 616.\;{;&@;&3 Spb o g

(k> Sy se 4.l >l setup e 4 privileged Ll setup ) ss

Router# setup
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Turn on Router

v

Is HVRAM Copy startup-config to

Empty? running-config

Do You

Want to Complete 105
Enter Setup Initialization

Mode?

Maove Mew
Answer the Questions Configuration
in Setup Mode into NVRAM

setup ww 9 Db puo Dloalid cpdgl 0-Y IS

auQﬁcNVRAMJJLS‘LS.,\;{&@A3‘,9.-)Q)J.{QQMJM:@QW\)LS‘MLJQJEA

S o eslil setup e g Sl

——— System Configuration Dialog ——-

Continue with configuration dialog? [yes/no]:yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any promp .
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you to
configure each interface on the system

Would you like to enter basic management setup? [yes/no]: no
First ,would you like to see the current interface summery?[yes|:
Any interface listed with ok? Value ""NO" does not have a valid configuration
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Interface IP-Address OK? Method Status Protocol
Ethernet0 unassigned NO unset up down
Serial0 unassigned NO unset down down
Seriall unassigned NO unset down down

Configuring global parameters:
Enter host name [Router]: R1
The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret: cisco
The enable password is used when you do not specify an
enable secret password, with some older software versions, and
some boot images.
Enter enable password: fred
The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: barney
Configure SNMP Network Management ? [yes]: no
Configure bridging? [no]:
Configure DECnet ? [no]:
Configure Appletalk ? [no]:
Configure IPX? [no]:
Configure IP ? [yes]:
Configure IGRP routing ? [yes]:
Your IGRP autonomous system number [1]:
Configuring interface parameters:

Do you want to configure ethernet( interface ? [yes]:
Configure IP on this interface ? [yes]:

IP address for this interface : 172.16.1.1

Subnet mask on this interface [255.255.0.0]: 255.255.255.0
Class B network is 172.16.0.0, 24 subnet bits ; mask is /24

Do you want to configure Serial0 interface ? [yes]:
Configure IP on this interface ? [yes] :

Configure IP unnumbered on this interface ? [no]

IP address for this interface : 172.16.12.1

Subnet mask on this interface [255.255.0.0] : 255.255.255.0
Class B network is 172.16.0.0, 24 subnet bits ; mask is /24

Do you want to configure Seriall interface ? [yes]:
Configure IP on this interface ? [yes] :

Configure IP unnumbered on this interface ? [no] :

IP address for this interface : 172.16.13.1

Subnet mask on this interface [255.255.0.0] : 255.255.255.0
Class B network is 172.16.0.0, 24 subnet bits ; mask is /24

The following configuration command script was created:
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hostname R1

enable secret 5 $1$SPNaESHKS/rzmOAYV.vzhfcfDl/o.

enable password fred
line vty 0 4

password barney

no snmp-server

|

no bridge 1

no decent routing
no appletalk routing
no ipx routing

ip routing

|

interface Ethernet0

ip address 172.16.1.1 255.255.0.0
no mop enable

!

interface Serial0

ip address 172.16.12 255.255.0.0
no mop enable

dialer-list 1 protocol ip permit
dialer-list 1 protocol ipx permit
!

router igrp 1

redistribute connectd

network 172.16.0.0

1

end

[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2] : 2
Building configuration...

[oK] use the enable mode 'configure' command to modify this configuration.

Press RETURN to get started!

sgmws 3l az Aol S OT 4 ( JE NVRAM L s & g b ao LS s 5l i Jlie ASL Setup

Soslome 3,15 denl gz o LTt 5 o O s sl .S o5lic ! prrivileged s > setup

plossetup L )LS" 5y .das o )l Ssetup ue j5 ) leibyes Ly sul MO g Ayl g S

L;)KQJQCABJJAS@MQJ;?&{;_gléd‘fa)baﬁju_fm@wf):m}&@
g5 3035 0= 3NVRAM 3 15 gty S J 45 8 o ol s 0¥ 50 5358 plawil L

5> 0= sNVRAM 5 o a1, G Ko (ol s il 00 o3liul 4§l =1 e 5 548
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3,8 bl a8 (s Sy sl b6 gaan S ol IOS )3 Slhes g5 opl . das o 51 s RAM
4S Gldy Sy 51T S o Ol ) 50 Sy § S e o )l DS (Sl ge 1S
Loylasl (¢ a 8) ses g0\ command prompt i .owes AST s o cbiles S 55l e
setup i 5OVl Gaan o ol 1 8 015 o Gmoman () w8 548 g3~ setup

s CLI prompt s lsentl-c jLie L g5 S Lics o

&l —t-Y
1. Melissa Craft, Elliot Lewis, Building a Cisco Network for Windows 2000, By
Syngress, Syngress Media, Inc., 2000.

2. Wendell Odom, CCNA INTRO, Cisco Press, 2005. (for 640-821 exam)
Wendell Odom, CCNA ICND, Cisco Press, 2005. (for 640-811 exam)

W
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I ygkwd
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T dal g Jl g Ol 3

o2 b by, LAN G 35 s Jeiie aS 1y 5 s S Packet Tracer ,ile 5 ;5 .
L2l s slalnterface J_zl Ct_i.'dﬁ 93 S sl el Ol s 95 G b
2 40 Ol s 93 JLasl (sl Serial 2/0 5 s &5 4 Jlasl () FastEthernet0/0 5|
53 o i g o bl (it Sl Lo 3T Dol 1 487 il 2l a5 S o3l

ML ) S5O
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— —

& : ol

Routbr-PT Routkr-PT

Roujterl Rouger2
{ |

d d
AT g T

S

e PC-PT - o

- PC-PT PC-PT
PC-PT PCO

PC1 pCz2 PC3
it Bl 5l (2o 53 487 1S a5 1458 4 cawlin IP o )3TPCL 5PCO , luzl (Il .Y
ol calasl JI8 518 & 1 bl gla sl dil oS oK s
IP ;5T 55 PC3 5PC2 (gl o Conmws (64K 1 gline (0aSs 0 ylads Slsesl b (o
ol Cilal J8 518 & 1) ol gla e ysT dias Lamads el
S ey p PING g o b 511 4K 53 (Sl 5 5ealS e DL L (&
BE CEU ©los 53 4T U Gluans JIBle S 55 ek edalie Ping ,sRTT (s 53 4> (&
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b s 35 a3 |, FastEthernet 0/0 b ol el odaT a8T iy 55 a0l loslizal L ¥
Ol Juate a8t 53 3 2 3o (5o 5 5alS L 47 (5 25 4 dyled a5 Router2 5 Routerl
Ping |, (sl o (5La 5 5enlS 51 (SO ol oo 53 58 Ol 5 las 1 5 sl a0 5 )
Coon plil 55l 5115 0T & 505 (Al b G5l 4 (I ] 3 Ping 5 s Ayl
sRouter] ,sSerial 2/0 jub,—=ul ¢l , 5 172.16.0.1/16 P cla 5T L35I, F
S Interface o7 - Clock v.lu s Router2 ,s Serial 2/0 b =l 6l 5 172.16.0.2/16
«(Serial DCE) 5 4 g0 5oy 0T 5 Cola Cudle Lugle o2alsiS Olej o Sl 5 L 53
ol Olabl (bLs sl (651,38 5 S SIPING s b o led fhae o ) O s 5
&S
b s 95 o Lyl 55 s LAN (4s 95 55 Ol g plod 535 4 53 bLil & 0 STLT D
= 95,5 cosl s Reply Gl 5 553 Ping |, PC3 PCI 1 0155 oo el okl 51 3
o i
Sl (Jl ) s 53 i 0ol () | Sy 5 s 1) (gl s ) ) sd SWSTL 7
gl LaoT & fuame st (a0 51 e tins 3l 67 (61458 & dyled a5 aol s
sy 3 8 4 5 350
ip route Destination-network Destination-netmask gateway
Ao 5 Reply Gk 5o LRTT sty Reply U el Aol Ping |, PC3 (PC1 I o &S
el 1, Ping Olle s 53 Simulation b (¢ jlwacs ui.eljf Il ¢SS L s 45 Reply S
ST Lok 1) ekl B S s s Do g8 0 Aol o | Sl s s
Iy tracert , giws cCmwl oki I 3 5 WAN j2us » LAN g4 95 GPC bls,l &S 081 Y

Aol Silasl
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Joe Sl 53 55 g Gy g pl 2L 5503 3 )8 Calibes (SlalS 5 (slages s 15 (51
Il 5 Access Mode |y Jgl Sl K15 g 31 gm s Sl b Coplate (g jians Sl b ST 0

f"‘”f Trunk Mode |, e3>
9 fastethernetl/1 .ol ¥ 5 ¥ slao,loi U gLaVLAN (cus S 5l adw 4S5 dlis o
el 0 0sls 1,3 VLAN3 5 |, interface fastethernet3/1 § VLAN2 ) fastethernet2/1

«Zl ol oo Trunk ¢ 56 5 Router  Switch Jlasl opes

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 2
Switch(config-vlan)#name vlan2
Switch(config-vlan)#exit
Switch(config)#interface fastethernetl/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastethernet2/1
Switch(config-if)#switchport mode access

"nter-Switch Link Protocol
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Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#vlan 3
Switch(config-vlan)#name vlan3
Switch(config-vlan)#exit
Switch(config)#interface fastethernet3/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3
Switch(config-if)#exit
Switch(config)#interface fastethernet(/1
Switch(config-if)#switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to upSwitch(config-if)#exit

Switch(config)#

Telnet & ybo 31 gem gw 4 (ow gwd —Y-A
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g Ol b 5 v.\_b.a o3l 53 s Console b v 2wy g, .ol Aux g Telnet «Console
e e artelnet 5 gas b g 53 ol 514 Ol paly adas sl gl 6555 5 aditens & 500
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Access From Password Type Configuration

Console Console password line console 0
password hamed
login
Auxiliary Auxiliary password line aux 0
password ahmad
login
Telnet vty password line vty 0 4
password student
login

a3 5320 SLa sy bl pl ol ) g5 lodd 5 iy Sl e e et Sul 4 a5 b
PP L;bb}i“:.déuggwju@y Gaan 5,8 (6 S ¢S il 1y SKaS™ 5 Telnet
S S el (Hon (o (Sl p S S Sy g Ll 1y (S8 )5 OT el Lol cdian J ST
Jolepiass 53 Hyper Terminal il 5 cJlie O sie )l 0 4o 5 5ualS <SG L ASCIT Jlis 5

XP s
o3liul "Bl Olatiy 6l Al )1 3 g5 S (Lol (sladde dm 53 ST S Oy
Sl Jlasl Jome el o o4 S 50 92 555> sl (B8 Jptr AT 0 g2 53 00 580 o
ol oz ol B S ol 1y OT Wb )8 4571 (65508 oy 20 PASSWORd ) i .5 55 oo

@ 39,4 4> |ypassword cw\js-)u&,\wf@@yliggwglogin)wsw.M;@Qw

" Auxiliary
? Dial backup
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left(config)#enable secret test
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3> sDefault VLAN ,51,PC2 sPCO 5 5slS 55 clazs uT A ides j3 4T bl , 0
A3 |3 A8 o sbm| VLAN 2 0L b o7 (b4 VLAN 55 [, PC3 5 PCL 5 5ealS’
S sdalis |y Ld Sledas shr ) siws L (Ll
VLAN 33 ;5 550l S 95 s VLAN &S 53 5 50al S 95 (6l ping jsws >3 5 (o
A2 0L ol Oglans
s 50T 551, PC5 FoelS 5 aled oo b ) VEANZ sl a9 2 (2
) G oo gz 5w 53 VLAN2 S 5 5slS” 51 S s Dfault VLAN (gla 5 5slS 51 S
ST ook 1) 4z 5 S ping
u@,wmzﬂmnkauﬁb@yps,wu;,l‘@KTﬁdw&sp 5
Pl s | o 5 LS 1SS S o e Sl
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Command Description

mterface vian 1 Global command. Moves the user to interface
configuration mode for a VLAN interface.

ip address address subnet-mask Interface configuration mode command that sets
the IP address for in-band switch management.

ip default-gateway address Global command thart sets the default gateway so
that the management interface can be reached
from a remote network.
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Standard IP Access List Configuration Commands

Command Configuration Mode and Description

access-list access-list-mumber [deny | permit) sowrce | Global command for standard numbered

[gomeree-tetidearnd] [log) aceess lises, Use a number berween 1 and
99 or 1300 and 1999, inclusive.

access-lat acoess-lst-pumber remark fexrt Defines a remark that helps you
remember what the ACL is supposed to
do,

interface ¢SS 4 Lol ACL ¢S5 Olusil gl ) gws
Table 12-3  Standard 1P Access List Configuration Commands (Continied)

Command Configuration Mode and Description

ip access-group [member | same [in | out]) Interface subcommand to enable access
lists.

access-class myecker | mae [in | owt| Line subcommand o enable eicher
standard or extended access hists,

J\."OJ\ATJ.."J dju\’.')-’j:.som dw‘ju.iﬁ WACL w)ﬂjc"{j) Q‘)}wa
Table 12-4  Stardard [P Access List EXEC Commands

Command Description

show ip interface [fype snilaer] Includes a reference ro the access lists enabled on
the interface.

show access-lists [access-list-rniber | Shows details of configured access lists for all

aceess-list-nan protocols.

show ip access-list |access-list-number | Shows [P access lists.

aceess-sr-nanie|
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interface Ethernet®
ip address 172.168.1.1 255.255.255.9
ip access-group 1 out

access-list 1 remark stop all traffic whose source IP is Bob
access-list 1 deny 172.16.3.10 8.0.0.0
access-list 1 permit 8.8.0.8 255,255, 255, 055
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