
Malware 
Detection

Hivan J. Sabr

1



Outline

• Introduction

• Problem

• Malware Detection Process

• Malware Detection Approaches

• Malware Detection Datasets

• Malware Detection Evaluation 

• Conclusion

2 from 13



Introduction

• In recent years, almost every member of the society has been using 
the Internet for daily life
– Social interactions
– Online banking
– Health related transaction
– Marketing
– ….

• Any software which intentionally executes malicious payloads on 
victim machines (computers, smart phones, computer networks, etc.) 
is considered as malware
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Introduction (Continue.)

• There many type of Malware such as
– Virus
– Warms
– Trojan Horse
– Rootkit
– ….

• To protect legitimate users and companies from malware, malware 
need to be detected

• Malware detection is the process of determining whether a given 
program has malicious intent or not.
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Problem in Malware Detection

• The studies shown that the problem of detecting the 
malware is NP-complete.

• Virus detector for certain virus strain can be used to 
solve the satisfiability problem. Since satisfiability 
problem m is known to be NP-complete, so the 
detection of the malware is NP-complete.

•  Therefore it is impossible to design an algorithm 
which can detect all malware.
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Problem in Malware Detection

• Practically the new generation of malware use techniques such 
as encryption, oligomorphic, polymorphic, metamorphic, 
stealth, and packing methods to make detection process more 
difficult.

• This kind of malware can easily bypass protection software that 
is running in kernel mode such as firewalls, antivirus software.

• This makes practically almost impossible to detect all malware 
with single detection approach because the computational 
complexity of malware is not clear, and the detection of 
malware problem is proved to be NP-complete.
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Malware Detections Process

Data Gathering

Static Analysis

Dynamic Analysis

Future Extraction

Classification
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Malware Detection Approaches

Approaches

Signature-
based

Behavior-
based

Heuristic-
based

Model 
checking-

based

Deep 
learning-

based

Cloud-
based

Mobile-
based

IoT-based
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Malware Datasets

• NSL-KDD dataset (2009)

• https://www.kaggle.com/datasets/hassan06/nslkdd

• Drebin dataset (2014)

• https://drebin.mlsec.org/
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Sample Dataset Explanation
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Malware Detection Evaluation 

• The malware detections are evaluated in term of their 
accuracy to detect malware. 

• Accuracy (Acc), Precision (Pr), Recall (Re), and F1 score 
are the four main classification metrics  as follow:
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Conclusion

• Even though several new methods have been proposed by 
using these different malware detection approaches, no 
method could detect all new generation and sophisticated 
malware.

• The number, severity, sophistication of malware attacks, and 
cost of malware inflicts on the world economy have been 
increasing exponentially.

• Datamining and ML, new technologies such as deep learning, 
cloud, mobile devices, and IoT-based detection schemas have 
become popular.
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