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ایي لایِ اس طزیق پزٍتکلْبي . در ارتجبط است( ثزًبهِ ّب یب اشخبص)لایِ کبرثزد هستقیوب ثب کبرثز 
ّز کذام اس پزٍتکلْبي ایي . هختلفی کِ در اختیبر دارد، خذهبت هَرد ًیبس کبرثزاى را فزاّن هیآٍرد

در لایِ پبییٌتز استفبدُ UDP یب  TCP لایِ ثستِ ثِ ًَع ٍ هبّیت آًْب اس یکی اس پزٍتکلْبي 
 .  هیکٌٌذ

Application Layer  
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 :  هطَْرتریي پرٍتكلْاي ایي لایِ عثارتٌذ از
 

FTP :پرٍتكلي تراي اًتمال فایل 

HTTP :پرٍتكلي تراي دسترسي تِ صفحات ٍب 

DNS :  ِپرٍتكلي تراي ترجوِ ًاهْاي ًوادیي ت
 IPآدرسْاي 

Telnet :پرٍتكلي تراي ٍرٍد تِ سيستن از راُ دٍر 

SMTP  ٍPOP3 : ٍ پرٍتكلْایي تراي ارسال
 E-mailدریافت 

 

Application-Layer Protocols 
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application 
transport 
network 
data link 
physical 

modem 

modem 

application 
transport 
network 
data link 
physical 

application 
transport 
network 
data link 
physical 

Application: communicating, distributed 

processes 

 e.g., e-mail, Web, P2P file 

sharing, instant messaging  

 running in end systems (hosts)  

 exchange messages to 

implement application 

Application-layer protocols 

 one “piece” of an app 

 define messages exchanged 

by apps and actions taken 

 use communication services 

provided by lower layer 

protocols (TCP, UDP) 

Applications and Application-Layer Protocols 
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modem 

modem 

Typical network app has two 
pieces: client and server 

Client: 
 initiates contact with server 

(“speaks first”) 
 typically requests service from 

server,  
 Web: client implemented in 

browser; e-mail: in mail reader 

reply Server: 
 provides requested service to client 
 e.g., Web server sends requested Web 

page, mail server delivers e-mail 

applicatio 
transport 
network 
data link 
physical 

applicatin 
transport 
network 
data link 
physical 

request 

Client-Server Paradigm 
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 process sends/receives 

messages to/from its 

socket 

 socket analogous to door 

 sending process pushes 

message out door 

 sending process assumes 

transport infrastructure on 

other side of door which 

brings message to socket 

at receiving process 

process 

TCP with 

buffers, 

variables 

socket 

host or 

server 

process 

TCP with 

buffers, 

variables 

socket 

host or 

server 

Internet 

controlled 

by OS 

 

controlled by 

app developer 

Processes Communicating Across Network 
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Data loss 

 some apps (e.g., audio) 
can tolerate some loss 

 other apps (e.g., file 
transfer, telnet) require 

100% reliable data transfer  

Timing 

 some apps (e.g., 
Internet telephony, 
interactive games) 
require low delay to be 
“effective” 

Bandwidth 

 some apps (e.g., 

multimedia) require 

minimum amount of 

bandwidth to be 

“effective” 

 other apps (“elastic 

apps”) make use of 

whatever bandwidth 

they get  

What transport service does an app need? 
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Application Data loss Bandwidth Time 
Sensitive 

file transfer no loss elastic no 

e-mail no loss elastic no 

web documents no loss elastic (few kbps) no 

real-time  

audio/video 
loss-

tolerant 
audio: few kbps-1Mbps 

video:10kbps-5Mbps 

yes, 100s of 
msec 

stored 
audio/video 

loss-
tolerant 

same as above yes, few sec 

interactive 
games 

loss-
tolerant 

few kbps-10kbps yes, 100s of 
msec 

instant 
messaging 

no loss elastic yes and no 

Requirements of Selected Network Applications 
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TCP service: 

 connection-oriented: setup 

required between client and 

server processes 

 reliable transport between 

sending and receiving process 

 flow control: sender won’t 

overwhelm receiver  

 congestion control: throttle 

sender when network 

overloaded 

 no guarantee on: timing, 

minimum bandwidth 

UDP service: 

 unreliable data transfer 

between sending and 

receiving process 

 does not provide: 

connection setup, 

reliability, flow control, 

congestion control, timing, 

or bandwidth guarantee  

 

 

Internet Transport Protocols Services 
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Internet apps: application, transport protocols 

applications application-layer 
protocol 

underlying transport 
protocol 

e-mail SMTP [RFC 2821] TCP 

remote terminal access Telnet [RFC 854] TCP 

web HTTP [RFC 2616] TCP 

file transfer FTP [RFC 959] TCP 

Name server DNS [ RFC 1034] UDP or TCP 

streaming multimedia proprietary 

(e.g., youtube) 

Typically UDP 
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Connectionless iterative server 

UDP 
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Connection-oriented concurrent server 

TCP 
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Sockets 

Client 
socket 

Connection 
socket 

Welcoming 
socket 

Client process Server process 

Client IP Address 
& 

Port Number 

Server IP Address 
& 

Port Number2 

Server IP Address 
& 

Port Number1 

bytes 

send read read write 
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Domain Name System 

(DNS) 
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 استفبدُ اس یک پبیگبُ دادُ سلسلِ هزاتجی تَسیع شذُ: راُ حل

اي ثزاي تزجوِ  در اٍلیي سبلْبي راُ اًذاسي شجکِ ایٌتزًت، راُ حل ثسیبر سبدُ
 IP ٍجَد داشت ٍ آى تعزیف توبم ًبهْب ٍ آدرسْبي IP ًبهْبي ًوبدیي ثِ آدرس
ایي فبیل داراي دٍ ستَى ثَد کِ در یک . ثَد hosts.txt  هعبدل، در یک فبیل ثٌبم

ثِ دلیل . هعبدل آى ًَشتِ شذُ ثَد IP طزف آدرس ًوبدیي ٍ در طزف دیگز آدرس
شذ   ایٌکِ در آى تبریخ تعذاد آدرسْب سیبد ًجَد، حجن چٌیي فبیلی چٌذاى ثشرگ ًوی

تَاًست یک ًسخِ اس ایي فبیل را در اختیبر داشتِ ثبشذ ٍ   ٍ ّز هبشیي هیشثبى هی
کزد تب  رٍس هی سبسي ٍ ثِّز شت ایي فبیل را اس رٍي فبیل هزجع تبسُ 24سـبعت 

ثذیْی است کِ . ّز گًَِ تغییز احتوبلی ٍ تعزیف آدرسْبي جذیذ اعوبل شَد
اهزٍسُ ثب حجن هیلیًَی آدرسْب در ایٌتزًت، داشتي یک فبیل هتوزکش ٍ قزار دادى  

  .در آى، اهکبى پذیز ًیست IPتوبم آدرسْب ٍ هعبدل آدرس



 توزیع شده از نگاشت های نام به آدرس  دادهاساساً یک پایگاهIP 

 .در سطح گسترده است

 اهداف: 

 پذیریمقیاس قابلیت  -     

 عدم وابستگی به یک سرور مرکزی -     

 استحکام -     

DNS System 
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Hierarchical Distributed Name Space 

Root Server 

 عذد سزٍیس دٌّذُ ریشِ ٍجَد دارد 13تعذاد 
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DNS root Servers 



DNS root Servers 
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Domains 
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DNS in the Internet 

The inverse domain is 

used to map an  IP 

address to a name 
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Generic domains 

Description 

com Commercial organizations 

edu Educational institutions 

gov Government institutions 

int International organizations 

mil Military groups 

net Network support centers 

org Nonprofit organizations 
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Country domains 

http://www.nic.ir/ 

در تْزاى  ّبي ثٌیبدي پژٍّشگبُ داًش   
ٍ سیز داهٌِ ّبي   ir هسئَلیت کٌتزل داهٌِ

 آى را ثِ عْذُ دارد



  هرISP (ISP محلی، شرکت، دانشگاه ) داردخدمتگسار نام محلی یک. 
 .  نیس گفته می شود« خدمتگسار نام پیش فرض»که به آن  -   

  زمانی که میسبان یک جستجویDNS  داشته باشد، جستجو را به
 .محلی ارسال می کند DNSخدمتگسار 

محلی به صورت یک میانجی، جستجو را به سلسله   DNSخدمتگسار  -   
 .  مراتب می فرستد

سرعت جستجو به ( مثل گوگل)برای جستجوی نام میسبان های متداول  -   
 .  میسان قابل ملاحظه ای افسایش می یابد

 

Local DNS Server 
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Iterative resolution 

 پزس ٍ جَي تکزاري

قسمت اعظم تلاش براي 
تبدیل یک نام برعهده 
   سزٍیس دٌّذُ هحلی

 است
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DNS Protocol: Forward Lookup Query 

“ .” 

org. edu. com. ir. 

ac.ir. 

uok.ac.ir. 
Local 

Name Server 

Root 
Name 
Server 

Client 

www.icann.org. 

Authorized name 
server for org. zone 

Forward Lookup Query: 
What is IP Address of www.icann.org 

IP Address of www.icann.org is  
142.12.01.23 

27 



Recursive resolution 

 پزس ٍ جَي ثبسگشتی
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Query and response messages 
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DNS can use the services of  

UDP or TCP,  

using the well-known port 53. 

Note: 
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 خلاصه
F   سًال را جًاب می دىد +270,000,000روزانو. 

دیگرسرورىا بار مصابيی دارند 

•TLD server 5.000.000.000ىا در ىر روز 
 پرسش را جًاب می دىند

 :بدون مًارد زیر از کار می افتد DNSواضح است •

 سلسلو مراتب-

 پردازش تًزیع ضده-

 خافظو نيان -

نامًفق باضد، خدمات اینترنت از کار  DNSاگر •
 ! می افتند
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HTTP and WWW 

 ٍة جْبى گستز ٍ پزٍتکل اًتقبل صفحبت اثزهتي
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World Wide Web 

Distributed services 
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Hypertext 
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Browser architecture 

Interpreter 
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Categories of Web documents 
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Static document 

37 



Dynamic document 
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Active document 

39 



 Web page consists of objects 

 Object can be HTML file, JPEG image, Java 

applet, audio file,… 

 Web page consists of base HTML-file which 

includes several referenced objects 

 Each object is addressable by a URL 

 Example URL: 

eng.uok.ac.ir/abdollahpouri/index.html 

host name path name 

Web and HTTP 
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HTTP: hypertext transfer 

protocol 

 Web’s app layer protocol 

 client/server model 

 client: browser that 

requests, receives, 

“displays” Web objects 

 server: Web server sends 

objects in response to 

requests 

 HTTP 1.0: RFC 1945 

 HTTP 1.1: RFC 2068 

PC running 
Firefox 

Server  
running 

Apache Web 
server 

iphone running 
Safari 

Storage 
contents: 
base files, 
 objects 

HTTP Overview 

41 
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HTTP uses the services of TCP on 

well-known port 80. 

Note: 

42 



Uses TCP: 

 client initiates TCP connection 

(creates socket) to server, port 80 

 server accepts TCP connection from 

client 

 HTTP messages (application-layer 

protocol messages) exchanged 

between browser (HTTP client) and 

Web server (HTTP server) 

 TCP connection closed 

HTTP is “stateless” 

 server maintains no 

information about past 

client requests 

HTTP Overview (cont.) 
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Nonpersistent HTTP 

 At most one object is 

sent over a TCP 

connection. 

 HTTP/1.0 uses 

nonpersistent HTTP 

Persistent HTTP 

 Multiple objects can be 

sent over single TCP 

connection between 

client and server. 

 HTTP/1.1 uses 

persistent connections 

in default mode 

HTTP Connections 
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Suppose user enters URL 
www.uok.ac.ir/computer/home.html 

1. HTTP client initiates TCP 
connection to HTTP server 
(process) at www.uok.ac.ir 
on port 80 

3. HTTP client sends HTTP 
request message (containing 
URL) into TCP connection 
socket. Message indicates 
that client wants object 
Computer/home.html 

2. HTTP server at host 
www.uok.ac.ir  waiting for 
TCP connection at port 80.  
“accepts” connection, 
notifying client 

4. HTTP server receives 
request message, forms 
response message containing 
requested object, and sends 
message into its socket 

ti
m
e

 

(contains text,  

references to 10  

jpeg images) 

Non-persistent HTTP 
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5. HTTP client receives 
response message containing 
html file, displays html.  
Parsing html file, finds 10 
referenced jpeg  objects 

7. Steps 1-6 repeated for 
each of 10 jpeg objects 

6. HTTP server closes 
TCP connection.  

time 

4. …  

Non-persistent HTTP (cont.) 
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Response time: 

 one RTT to initiate TCP 

connection 

 one RTT for HTTP request 

and first few bytes of HTTP 

response to return 

 file transmission time 

total = 2RTT+transmit time 

 

time to  

transmit  

file 

initiate TCP 

connection 

RTT 

request 

file 

RTT 

file 

received 

time time 

Response Time Modeling 
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Nonpersistent HTTP issues: 

 requires 2 RTTs per object 

 OS must work and allocate 
host resources for each TCP 
connection 

 but browsers often open 
parallel TCP connections to 
fetch referenced objects 

Persistent  HTTP 

 server leaves connection 
open after sending response 

 subsequent HTTP messages  
between same client/server 
are sent over connection 

Persistent without pipelining: 

 client issues new request only 

when previous response has 

been received 

 one RTT for each referenced 

object 

Persistent with pipelining: 

 default in HTTP/1.1 

 client sends requests as soon 

as it encounters a referenced 

object 

 as little as one RTT for all the 

referenced objects 

 

Persistent HTTP 
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Response time modeling 

Definition of RRT: time to 

send a small packet to 

travel from client to server 

and back. 

Response time: 

 one RTT to initiate TCP 

connection 

 one RTT for HTTP 

request and first few bytes 

of HTTP response to 

return 

 file transmission time 

total = 2RTT+transmit time 

 

time to  

Transmit 

file 

initiate TCP 

connection 

RTT 

request 

file 

RTT 

file 

received 

time time 
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Persistent HTTP 

Nonpersistent HTTP issues: 

 requires 2 RTTs per object 

 OS must work and allocate 

host resources for each TCP 

connection 

 but browsers often open 

parallel TCP connections to 

fetch referenced objects 

Persistent  HTTP 

 server leaves connection 

open after sending response 

 subsequent HTTP messages  

between same client/server 

are sent over connection 

 

Persistent without pipelining: 

 client issues new request 

only when previous 

response has been 

received 

 one RTT for each 

referenced object 

Persistent with pipelining: 

 default in HTTP/1.1 

 client sends requests as 

soon as it encounters a 

referenced object 

 as little as one RTT for all 

the referenced objects 

 
50 



HTTP Modeling 

 Assume Web page consists of: 

 1 base HTML page (of size O bits) 

 M images (each of size O bits) 

 Non-persistent HTTP:  

 M+1 TCP connections in series 

 Response time = (M+1)O/R + (M+1)2RTT + sum of idle times 

 Persistent HTTP: 

 2 RTT to request and receive base HTML file 

 1 RTT to request and receive M images 

 Response time = (M+1)O/R + 3RTT + sum of idle times 

 Non-persistent HTTP with X parallel connections 

 Suppose M/X integer. 

 1 TCP connection for base file 

 M/X sets of parallel connections for images. 

 Response time = (M+1)O/R +  (M/X + 1)2RTT + sum of idle times 
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HTTP request and response format 
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Status line 

Request line 

 خط درخَاست

 خط ٍضعیت

 ّز سطز سزآیٌذ ثِ ایي فزهت است 



:انواع دیگر درخواست  

OPTIONS, PATCH, COPY, MOVE, LINK, UNLINK, TRACE,  

54 



HTTP request message: ASCII (human-readable format) 

GET /somedir/page.html HTTP/1.1 

Host: www.someschool.edu  

User-agent: Mozilla/4.0 

Connection: close  

Accept-language:fr 

If-modified-since:Sat, 2 Nov 2002 13:45:12  

(carriage return, line feed)  

request line 
(GET, POST,  

HEAD commands) 

header 
 lines 

Carriage return,  
line feed  

indicates end  
of message 

HTTP Request Message - example 
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Example 1 

This example retrieves a document. We use the GET method to 

retrieve an image with the path /usr/bin/image1. The request line 

shows the method (GET), the URL, and the HTTP version (1.1). 

The header has two lines that show that the client can accept 

images in GIF and JPEG format. The request does not have a body. 

The response message contains the status line and four lines of 

header. The header lines define the date, server, MIME version, and 

length of the document. The body of the document follows the 

header (see next slide). 
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Example 1 
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Example 2 

This example retrieves information about a document. We use the 

HEAD method to retrieve information about an HTML document. 

The request line shows the method (HEAD), URL, and HTTP 

version (1.1). The header is one line showing that the client can 

accept the document in any format (wild card). The request does 

not have a body. The response message contains the status line and 

five lines of header. The header lines define the date, server, MIME 

version, type of document, and length of the document (see next 

slide). Note that the response message does not contain a body. 
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Example 2 
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 :كٌذفرض كٌيذ كارتر، آدرس زیر را در هرٍرگر خَد ٍارد هي
http://www.w3.org/hyper/www/project.html 

 
 هرٍرگر تا تحليل آدرس هتَجِ هيطَد كِ تایذ تماضاي فایلي را طثك پرٍتكل

HTTP هراحلي كِ اتفاق هي افتٌذ تِ ضرح زیر . تِ سوت سرٍیس دٌّذُ تفرستذ
 :خَاٌّذ تَد

 
هرٍرگر آدرس را تحليل كردُ ٍ لسوتْاي پرٍتكل، آدرس ًام حَزُ، ضاخِ ٍ  (1

 .ًام فایل را از آى استخراج هيكٌذ
ترلرار ًوَدُ ٍ   DNSسرٍیس دٌّذُ  53تا پَرت  UDPهرٍرگر یك اتصال  (2

هاضيي  IP تماضاي ترجوِ آدرس ًام حَزُ را تِ آى ارسال هي ًوایذ تا آدرس
 www.w3.org در ایي هثال هرٍرگر تماضاي ترجوِ ًام. سرٍیس دٌّذُ تذست آیذ

  .ارسال هيكٌذ DNS را تِ
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3) DNS در پاسخ، آدرس IP فرض كٌيذ در ایي . هعادل تا ًام حَزُ را ترهيگرداًذ
 .ترگرداًذُ است 128.30.52.31را  IP آدرس  DNS هثال

 .ترلرار هيكٌذ 80ٍ پَرت 128.30.52.31تا آدرس  TCP هرٍرگر یك ارتثاط (4
پس از ترلراري ارتثاط، یك پيغام درخَاست تِ صَرت زیر تِ سوت سرٍیس دٌّذُ  ( 5

 :ارسال هيطَد
“GET  /hyper/www/project.html  http/1.1” 

را از  project.htmlسرٍیس دٌّذُ ایي رضتِ را دریافت ٍ پس از پردازش آى، فایل ( 6
 .استخراج كردُ ٍ تراي هرٍرگر ارسال هي ًوایذ /hyper/www/ ضاخِ

 .را لطع هيكٌذ TCPهرٍرگر فایل را دریافت كردُ ٍ پس از خاتوِ دریافت ارتثاط  (7
 .هرٍرگر فایل اترهتٌي را تفسير كردُ ٍ آًرا رٍي خرٍجي ًوایص هيذّذ( 8
 1  اگر فایل اترهتٌي در جایي داراي صذا یا تصَیر تاضذ تِ ازاي تك تك آًْا هراحل (9

 (persistent httpتا فرض )كٌذ  را تكرار ًوَدُ ٍ آًْا را تترتية دریافت هي 8تا 
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SMTP 

and POP3 

پزٍتکلْبي اًتقبل ٍ دریبفت ایویل   

62 



Email address 
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Three major components:  
 user agents  

 mail servers  

 simple mail transfer protocol: 
SMTP 

User Agent 

 Sometimes is called:  

 “mail reader” 

 composing, editing, reading 
mail messages 

 e.g., Eudora, Outlook, elm, 
Netscape Messenger 

 outgoing, incoming 
messages stored on server 

user mailbox 

outgoing  
message queue 

mail 
server 

user 
agent 

user 
agent 

user 
agent 

mail 
server 

user 
agent 

user 
agent 

mail 
server 

user 
agent 

S
M

T
P 

Electronic Mail 
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User agent 
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Mail Servers  

 mailbox contains incoming messages for user 

 message queue of outgoing (to be sent) mail messages 

 SMTP protocol between mail servers to send email messages 

 “client”: sending mail server (sending agent) 

 “server”: receiving mail server (receiving agent) 

Electronic Mail: Mail Servers 

66 

mailboxes 

Message queue 



1) User1 (sender) uses UA to 

compose message to 
user2@yahoo.com . 

2) User1’s UA sends message to 

his mail server; message 

placed in message queue. 

3) Client side of SMTP opens TCP 

connection with User2’s mail 

server. 

4) SMTP client sends User1’s 

message over the TCP 

connection. 

5) User2’s mail server places the 

message in User2’s mailbox. 

6) User2 invokes his/her user agent 

to read message. 

Example: User1 sends message to User2 

user 
agent 

mail 
server 

mail 
server user 

agent 

1 

2 
3 4 5 

6 
User1 

User2 

user2@yahoo.com 

user1@webmail.uok.ac.ir 

webmail.uok.ac.ir 

yahoo.com 
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SMTP commands 



C:\>  telnet www.uok.ac.ir 25 

Connecting to www.uok.ac.ir ... 

 ==========برقراري اتصال  ==================

220 PARSDATA Mail Server (IMail 8.00 2586-5) NT-ESMTP Server X1 

HELO PARSDATA 

250 hello PARSDATA Mail Server 

 ========== پوشش نامه =====================

MAILFROM: Abdollahpour@uok.ac.ir 

250 ok 

RCPT TO: Abdollahpour@uok.ac.ir 

250 ok deliver to alternate 

 ========= سرآيند و بدنه نامه ===================

    DATA 

354 ok, send it; end with <CRLF>.<CRLF> 

FROM: Abdollahpour 

TO: myself 

Hi this is a sample e-mail to show SMTP in action.  

. 

 ===============خاتمه اتصال  =============

 250 Message queued 

QUIT 

221 Goodbye 

Connection to host lost  

header 

body 

blank 
line 

. 

 SMTPارسبل ایویل ثِ صَرت هستقین ثب دستَرات 
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MIME 

MIME دّذ کبراکتزّبي غیز یک پزٍتکل تکویلی است کِ اجبسُ هی ASCII ًیش اس طزیق SMTP  هٌتقل
ثبشذ   ًیست ٍ قبدر ثِ ارسبل ًبهِ ًوی SMTP یک پزٍتکل جبیگشیي ثزاي MIME دقت کٌیذ کِ. شًَذ

اي تصَر   را ثِ صَرت ثزًبهِ  MIME هیتَاى. شَد هحسَة هی SMTP اي ثزاي پزٍتکل ثلکِ تَسعِ
  ٍ ثبلعکس تزجوِ هیکٌذ ASCII را ثِ دادُ ASCII ًوَد کِ دادُ غیز
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MIME header 

From: User1@mail.uok.ac.ir  

To: User2@yahoo.com  

Subject: Picture of iust 

cc: User3@tu.ac.ir  

MIME-Version: 1.0  

Content-Transfer-Encoding: base64  

Content-Type: image/jpeg  

 

base64 encoded data .....  

.........................  

......base64 encoded data 

. 

Examples of other Content-Types: 
• Image/gif 

• Text/plain 

• Text/html 

• Audio/basic 

• Video/mpeg 

• … 
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 SMTP: delivery/storage to receiver’s server  (PUSH) 

 Mail access protocol: retrieval from server    (PULL) 

 POP: Post Office Protocol [RFC 1939] 

 authorization (agent <-->server) and download  

 IMAP: Internet Mail Access Protocol [RFC 1730] 

 more features (more complex) 

 manipulation of stored messages on server 

 HTTP: Hotmail , Yahoo! Mail, etc. 

user 
agent 

sender’s mail  
server 

user 
agent 

SMTP SMTP access 
protocol 

receiver’s mail  
server 

Sender Receiver 

Mail Access Protocols 
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authorization phase 

 client commands:  

 user: declare username 

 pass: password 

 server responses 

 +OK 

 -ERR 

transaction phase, client: 

 list: list message numbers 

 retr: retrieve message by 
number 

 dele: delete 

 quit 

         C: list  
     S: 1 498  

     S: 2 912  

     S: .  

     C: retr 1  

     S: <message 1 contents> 

     S: .  

     C: dele 1  

     C: retr 2  

     S: <message 1 contents> 

     S: .  

     C: dele 2  

     C: quit  

     S: +OK POP3 server signing off 

 

S: +OK POP3 server ready  

C: user USER1 

S: +OK  

C: pass zxcdvf  

S: +OK user successfully logged on 

POP3 Protocol 
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FTP 
 

پزٍتکل اًتقبل فبیل   
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FTP uses the services of TCP. It 

needs two TCP connections. The well-

known port 21 is used for the control 

connection, and the well-known port 

20 is used for the data connection. 

Note: 
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FTP 

control connection: “out of band” 

 استفبدُ هیکٌذ  TCPاس دٍ اتصبل   FTPپزٍتکل 
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 FTP client contacts FTP server at port 21, specifying 

TCP as transport protocol. 

 Client obtains authorization over control connection. 

 Client browses remote directory by sending commands 

over control connection. 

 When server receives a command for a file transfer, 

server opens a TCP data conn. to client at port 20. 

FTP client 

FTP server 

TCP control connection 
port 21 (persistent) 

TCP data connection 
port 20(nonpersistent) 

FTP: Separate Control, Data Connections 
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File transfer 
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Control and data connections 
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List of FTP commands in UNIX 

Commands 

!, $, account, append, ascii, bell, binary, bye, case, cd, cdup, 

close, cr, delete, debug, dir, discount, form, get, glob, hash, help, 

lcd, ls, macdef, mdelete, mdir, mget, mkdir, mls, mode, mput, 

nmap, ntrans, open, prompt, proxy, sendport, put, pwd, quit, 

quote, recv, remotehelp, rename, reset, rmdir, runique, send, 

status, struct, sunique, tenex, trace, type, user, verbose,? 
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Example 1 

$ ftp ftp.uok.ac.ir 

Connected to ftp.uok.ac.ir 

220 Server ready 

Name: Abdollahpouri 

Password: xxxxxxx 

ftp > ls /usr/user/report 

200 OK 

150 Opening ASCII mode 

........... 

........... 

226 transfer complete 

ftp > close 

221 Goodbye 

ftp > quit  
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Example 2 

$ ftp internic.net 

Connected to internic.net 

220 Server ready 

Name: anonymous 

331 Guest login OK, send "guest" as password 

Password: guest 

ftp > pwd 

257 '/' is current directory 

ftp > ls 

200 OK 

150 Opening ASCII mode 

bin 

... 

ftp > close 

221 Goodbye 

ftp > quit 
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Telnet 
(remote login) 

 

 دستزسی اس راُ دٍر
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ایي پزٍتکل کبرثز را قبدر هیسبسد کِ ثب استفبدُ اس یک تزهیٌبل، 
اس ّز هکبًی ٍ ثب استفبدُ اس یک خط ارتجبطی ّوبًٌذ خط تلفي  
ثب یک سیستن راُ دٍر ارتجبط ثزقزار کزدُ ٍ ٍارد سیستن شذُ، 

 اس آى
 .سزٍیس ثگیزد

Telnet  اس پزٍتکلTCP   استفبدُ هیکٌذ 23ٍ پَرت 
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Questions 


